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Keeping pace with
the counterfeiters

Can pharma keep up?
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Counterfeiting

fundamentally ones of patient safety, but
semantics should not be allowed 1o deradl
their attempts 10 coordinate and harmonise
the legal and technical approsches o
anti-counterfeiting worldwide

As the US is the bigpest pharmaceutical
market, the main driver tor a mass roflout
of serialisation worldwide will probably be
thie FDA, which has adopted the serlalised
National Drug Code (NDC) as a standard
numarical identifier for serialisation, The
data structure of the sNDC |5 comipatible
with G51 standards and the resulting
clarity will catalyse same action from drug
COmpaniig.

Enfarcing track-and-trace fully
throughout the supply chain, however,
will be a probhem becauss Of the inherent
ditficulty of reading codes or checking the
authentication lestures for every pack at
avery transaction, One hundred percent
coverape 15 Impractical with any antl
counterfeliing system, but serlalisation
5 a good start and the wider the net the
hardar 1L 15 Tor counterfellers 1o evade it

Companies just nesd to make sure they
keep checking for holes

Is the pharma Endustr‘;.r read',r?
vanous false starts with diffecent kinds of
anh-counterfening :EEI‘II'I[I:I'.I'E!E'S. e lpg
many companies 10 take a wait-and-see
approach Companies have imaested
10 comply with national drust tracking
regulathons, such as thaose in France and
Turkey, and have protected key products
with tarpeted authentication initiatives, Dut
manmy have not implemented sartalisation
ACIOSS thet entivg Droduct range. Most
COMDAMTIES Brd now SOSnng up 1o oo this,
But will nead 10 devole regular Boaed-fevel
atiention 10 ant-counterfeming 1o develop
and maintan momentum, Some COmpanies
hanve @ parson of redl poswer wath peglit
and loss responshility In direct charge of
product profection, but in Most companies
comimitted mud- el managers Atruggie to
b Rpard above oorpofate background noise
A core, global, mieroperable framawork
wilth optional stditional layers of local

it
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flexibility is key to an anti-countarfeiting
solution’s success, Ubiquitous technofogies
tend to be quite long-lived, so once 20
codes become the standard data carrier,
wie will be using them for a-while. The
open standards on which serlalisation Is
built will atso allow integration of other
complementary technologles such-as
RFID, which has yat to raalisa its potential,
but offers many advantages, such as
tne ability 1o read multiple unit codes
oulckly and without unpacking shipping
cartons. Many ather technalogies, such
a5 on-dose wehnologies, are also being
devirlaped, and the worldwide risa of social
retworking and mobile telephony also holds
intaresting potential for the combination
of suthentication with marketing and
CLUstomeEr intaraction

I the future, non-digitisl authentication
will pecome ever mire Important, codes
can e copled and RFID chips cloned, so
wie SHI need mathods that can obtain &
dafinitive authentic/dake answer 1o the
quastian "Is this product real?"” PTE

EU anti-counterfeiting legislation

on its way
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Wil‘h the Increasing financial and
technical means of counterieiters, the
number of counterfelt pharmaceuticals in
the supply chain &5 growing at an alarming
rate; Counterfelters now have the ahility
10 produce higher guality packages, which
enabies fake medicines 0 Sl inte supply
chains more easity

To combat this threat, the European
Parligment and the Council of the EU are
amending the current anti-counterfelting
directive (Directive 200%/83/EC), which s
due 1o be completed before the end of 2010,
Lo include a requirement for features that
onable the identification, authentication
and traceabllity of prescription medicines
Once this legisiation is passed, all European
member states will have to implement local

i1 I

legisiation within 22 months. Given the
legislaton’s short imetrame, /S imperative
that pharmaceuncal manufacturers begin o
ExSMNe and INvest in a seiunon a5 500n a5
phssble

The only way 2 specific progduct can
b igentified, authenticated and trageg
effechvely throughout the supply chain
is 10 Tive It & unEgoee identty. As such
serizhisation, which assigns a unique
identity vi2 2 unigque identification number
to each product through a vehick such as
RAD or 20 barcode, is the only solution that
can comply with the diracinve

Identification, authentication and
traceability
Comiuned, identification, authenbication
and tracaabiiity initiathves make it
significantly more difficult for counterfelt
dgrugs 1o enter the supply chain and reach
patiants

identification allows a specific item to be
tracked to the date and baich number that
It was manutactured on

Authentication is the-ability to veriiy
that & drug product genuinely came from
the manufacturer or other iegalised source
within the supply chain. Toauthenticate
a praduct, the pharmacy reads its
serialisation code, which when linked to a
datatase, can identify an individual pack
and determine that it has not been copliad,
I= in date, has not been recalled and'is
legatly availabie for sale

Traceabliity allows authorised individuals
to werity samples of packs to confirm their
authenticity befare they are distributed, as
well as locate and remove the packs from
thesupply chain if issues are detected, it
c&n atso help identify where in the supply
chamn a counterfeit drug entered

Identification, authentication and
traceability require very high quallty
serlalisation data. if the data are not
100% accurate when the manufacturer
applies the serialisation code toa product,
than authentication by the pharmacy
will be inaccurate, Aside from simply
placing a unigue number on a package,
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serlalisation technotogy must also aliow

a manufacturer to know which numbers

have been assigned and placed on which

of thelr products and batches, to be aware

of which serialised products are in the

supply chain or have been consumed; and

ta-abtain updates regarding the status of

specific seriafisation numbers in the case

of recatl, legal importation or theft
For serialisation technology 1o provide

such a high guality of data, it must

hawe the ability to mantain control of

the product throughout the packaging

process. Because such large amounts

oF data are Involved, companies need

progllent quality control procedures

regarding data Integrity; otherwise

for example, there may be problems

nssociabed with missing Information

or overlapping ranges of Serlalisation

NUMDErs, To ensure data integrity s

maintained throughout the packaging

process, serlalisation solutions must

= Control the numbers 1ssued 1o a
particular packaging line for a particular
process

= asslan and verity unigue ldentification
numbers at the wem level, track
tems theough the packasing process
and establsh relevant parent-child
relationships between item, cass, and
paliet

* assign numbers randoemly rather than in
sequential oroer

= gecurately account for numbers that
may have been assigned 10 packages
that were rejected during packaging
both on and oft of the line

+ g5s0ciate serial numbers to the correct
lot/batch information

Configurability is key
Becaluse of the emergance of
identification, authentication and
traceability initiatives, as well as the

unpredictabdity of future serialisation
reguiations, mandfacturars should be
examining solutions that can respond

to current and new demands quickly

and cost effectively, Ideally, the solution
should be configurable because such
solutions are scalabie in that they

can manage oth small and large
throughputs and are also capable of
expanding as requirements ie.g., post-lot
requirements for sefalisation and OEE
(Overall EQuipment Effectiveness)etc )
are introduced. Configurable seralsation
software can be assembled and realigned
10 quickly accommodate changing
demands, allowing it to suppon a wide
variety of packaging line functions and
e FeqUIrements

Manufacturers who choose
configurable serialisation
solutions that maintain the
integrity of data throughout
the packaging process are
best positioned to meet
both current and future
regulations.

Customised sohutions, on the other
hand, are very rigid because they are
built for one-particutar nead. As such,
new code must be written whenever
there is a change of equipment on
the line or if requirements on the line
change. For example, if a manufaciurer
has been performing seriafisation using

O barcodes and then adds RFID to the
linee because of new requirements, the
cusiomised solution will probably reguire
large changes, such as the writing of

Examples of authentication and data integrity

To protect patients and establish a barrier to counterfelt medicines, pharmacies in
Belgium have begun to implement a specialist authentication systerm. This is 3 real-
time system whete a unique serialisation code affixed by the manufacturer to each
pack of medicine — similar 10 & passport number — Is read and authenticated by the
healthcare provider before dispensing. The country’s national pharmacy association
the regulator and the pharmaceutical industry can alse input safety information into
the system, which is delivered on their behalf at the time of dispensing. This system
acts as a “Mnal check” before the patient is handed & madicine, and confirms that
the code has not been seen before (.2, that the coda has not been cophed) and that
the product has not been recalled and has not expired. Additional notifications. such
as regulatory changes, can 8150 De gelivered using the same mechanism. Al data is
held securaly, compartmentalised, and protected
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new code to manage the new components
Writing new code requires many resources,
Is very time-consuming and requires the line
ta be re-validated, theraby shutting down
the line

Configurable solutions do not require
naw code to be written because they are
desigried with the necessary elements to
addrass new functions — manufacturars
can simply realign and rearrange these
elements as required. This cases the feed
1o HQI"II.'.I:L‘ multipte code schemas to comply
with different regulations, enables in-house
parsonnel to easily matntain the solutlon and
Ao speeds implemantation. Additlonally,
revalidation of the line Is not required

Conclusion
The only technology that supports all three
ol the Eurcpean Parliament and Councii's
anti-counterfeiting inithatives 15 serialisation.
However, Implamenting seriaiisation
thraughout the supply chain requires softwang
capalde of maintalning a hizgh fevel of data
integnty

Manufacturers who choose conflgurable
seralisation solutions that malntain the
integrity of data throughout the packaging
process are best positioned o meet both
current and future regulations, PTE




