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SPECIAL FOCUS REPORT

2008 Product Security Supplement

This is the 4th Annual Pharmaceutical 
Product Security Report. When we did 
the first one, in 2005, I recall 
advocates of anti-counterfeiting and 
pedigree systems saying that they had 
to overcome a key question of 
legislators and others about the topic: 
Where are the dead people whose 
lives would have been saved by these 
measures? Well, this year it 
happened: 

  
Business and finance

2008 Product Security Perspective: Protecting the Brand 

By: Nicholas Basta    Date: 2008-09-30

While pedigree implementation deadlines have faded in importance, the business 
value of anti-counterfeiting and serialization systems become clearer 

 
Students of mil itary history wi l l  recal l  that in the early stages of WWII, there were armies in 
the f ield, declarat ions of war—but no batt les. The “phony war” lasted for several months and 
then commenced and ground on for the next f ive years.   

Something of a phony war is going on in U.S. pharmaceutical distr ibut ion today. Just about 
al l  involved parties agree that distr ibut ion channels are under attack, and supply chains wil l 
need to be reinforced. But the latest actions have been decisions not to act. The Cali fornia 
e-pedigree law, which at the beginning of this year had been scheduled to go into effect in 
January 2009, got pushed out to 2011. At presst ime, new state legislation may shove it even 
farther out—to 2015 for manufacturers, and 2016 for wholesaler-distr ibutors. Federal 
legis lation is s itt ing in committee, and is l ikely not to be addressed unti l  after the election. 

The picture is only sl ightly more dynamic outside the United States. The European 
Federation of Pharmaceutical Industry Assns (EFPIA; Brussels)  is about to let a contract for 
a fair ly comprehensive product seria l izat ion project—but that wi l l take a couple years to be 
conducted, analyzed, and for recommendations issued (see p.18). Meanwhile, the World 
Health Organization Internat ional Medical Products Anti-Counterfeit ing Taskforce (IMPACT) 
program, an effort begun in 2005 to add muscle to international anticounterfeit ing efforts, 
hit  a wal l at mid-year, when an effort to put a resolution on the agenda of the World Health 
Assembly was stopped by nations (India and Brazi l,  among others) that objected to 
unlicensed drugs (which may or may not be the actual medicine) being defined as 
counterfeit.  According to a statement attr ibuted to a representative from India, 
“Counterfeit ing is an issue of trademark violat ion and has no bearing on publ ic health.”  

The IMPACT program goes on (i ts next meet ing is in October in Tokyo) and counterfeit ing is 
expected to be on the agenda of the World Health General Assembly when it  convenes again 
in January. But the diff icult ies of getting governmental bodies to even agree what the 
problem is is indicat ive of what the pharma industry faces in global trade. Within the United 
States, which lacks a central purchasing authority for pharmaceut icals (as most European 
nations possess), and where distr ibution channels are differentiated by discounts, the 
problem of diversion represents a signif icant f inancia l r isk to manufacturers.  

And for the healthcare providers of al l nations, the problem of medication errors due to 
misidenti f ied medication is endemic. Healthcare providers are gradual ly gett ing their arms 
around identif ication and tracking processes to reduce error, and have been joining the GS1 
organization, the leading standards-setting body for product identi f ication. Progress—while 
measurable—is slow.  

Tracking il licit trade  
Meanwhile (of course), counterfeiters and diverters are not s it t ing around wait ing for 
legis lative act iv ity to guide them. According to data re leased by the Pharmaceutical Security 

Inst itute (PSI; 
Washington, DC), there 
was a 24% increase in 
the number of reported 
counterfeit, stolen or 
i l legal ly diverted drugs 
from 2006 to 2007 
(Fig.  1). These 
incidents occurred in 
112 countr ies and 
involved 639 branded, 
generic and OTC 
products. 

FDA’s Off ice of 
Criminal Invest igation 
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cont inued its efforts in 
tracking i l l ic i t drug trade, although the pace fel l  off from the prior year (Fig. 2). Both FDA 
and PSI caut ion that arrests or incident reports are not themselves a measure of the volume 
of counterfeit or diversion activ ity (the reports depend as much on how aggressively law 
enforcement investigates as the volume of act iv ity).  

But another, scarier, 
indicator comes from 
organizations tracking 
Internet-based 
pharmaceutical 
commerce.  An Apri l  
f ield test by the 
European All iance for 
Access to Safe 
Medicines (Cardiff , UK) 
found that 62% of 
prescr iption medicines 
ordered over the 
Internet in Europe 
were counterfeit ,  
substandard or 
unapproved generics 
(i .e., produced without 
the a l icense from the 

patent holder). In the U.S., Mark Monitor, an online protective services company, found that 
“cybersquatting” (unauthorized use of a brand in a website URL) for pharmaceut ical products 
was up 38% in the past year. As consumers grow more comfortable with onl ine e-commerce, 
the presence of bootleg websites sel l ing pharmaceuticals under false pretenses has 
skyrocketed.  

Mark Monitor also found 229 websites sel l ing bulk active pharmaceutical ingredients (APIs), 
along with a l ively trade in sel l ing commercial quantit ies of f in ished products.   

The National Assn. of Chain Drug Stores (NACDS; Alexandria, VA) has steadfastly resisted 
efforts to legis late track-and-trace systems for pharmaceut ical distribution over the past 
year. It lauded the Cal ifornia Board of Pharmacy ’s decis ion ( last spring) to delay e-pedigree 
implementation. This summer, it  issued a study that claimed that the counterfeit  problems 
that do exist “ largely are fueled by i l l ic it  internet s ites,” and that “since 2005, changes in 
the way that manufacturers, wholesalers, and pharmacies obtain and purchase prescr ipt ion 
drugs may be responsible for the low number of reported counterfeit inc idents in the United 
States.” Further, the cost to indiv idual pharmacies for implementing track-and-trace systems 
was estimated at $84,000 or more per store, and besides, “the abi l i ty to move forward with 
a track and trace system on a large scale wi l l  not be in place for many years.”  

Even so, the study artful ly emphasizes the negat ives of adopting tracking technologies, while 
skipping over potentia l posit ives l ike reduced inventory costs or more effect ive product 
recalls. In recent months, state pharmacy inspectors have found repeated instances of 
stores sel l ing expired products—a problem that a track-and-trace system could address. 
Also, the exclusive emphasis on counterfeits s idesteps issues of product diversion—which 
might be of l i tt le consequence to pharmacies, but does matter to manufacturers.  

APIs sourced from quest ionable e-commerce websites connects with what has been the most 
dramatic counterfeit ing episode in recent years: the introduct ion of adulterated heparin into 
legit imate supply chains early this year. Heparin, an anti-coagulant needed by, among 
others, dia lysis patients, is impl icated in ki l ling 149 patients from January to the end of May 
in the U.S. (as indicated by an al lergic reaction); s imilar ly adulterated product showed up in 
Europe as wel l.  Baxter Healthcare, Covidien and others had to issue mult ip le recal ls during 
the February-March period. The f law in the supply chain with this incident was that 
manufacturers were unable to identi fy the adulteration of API it  received from China. 
Subsequent FDA analysis pointed to an intent ional masking of test results by means of the 
adulterant chosen, a f inding that Chinese off ic ials disputed.  

In May, Kevin Nicholson, R.Ph., J.D., VP of Pharmacy Regulatory Affairs for NACDS, testi f ied 
before a Congressional hearing that “the FDA recal l  process was immediate, robust and 
effective.” But that claim is bel ied by the facts that multiple recal l  notices had to be issued, 
and by the experience of the Cali fornia Board of Pharmacy, which found that through May, 
18% of the 500 hospitals i t examined in the state sti l l  had unrecal led heparin on their 
shelves. More alarmingly, some of the heparin had been returned to wholesalers and then 
sent out again.  

Chain drug stores might be considered just one of many interested part ies in the 
pharmaceutical security debate, except that, together with wholesalers and manufacturers 
themselves, they represent a crucial l ink in the “normal distr ibution channel.” Absent one 
party from a track-and-trace system for that channel, and the whole scheme comes crashing 
down, since the track-and-trace process depends on the act ive partic ipat ion of al l  of the 
channel partners.  

At least one major chain, Walgreen’s, is taking a different perspect ive. In mid-September, it  
announced that i t was deploying a ful l-blown track-and-trace system within one of i ts major 
distr ibution centers (Anderson, SC), deploying over 170,000 RFID-enabled assets (such as 
shipping docks, dol l ies and workstations) to track the movement of 80,000 cases of products 
dai ly to over 700 Walgreens stores in the Southeast. RFID readers and monitors are to be 
l inked by an “edge data management system” from Blue Vector (Palo, Alto, CA). The 
deployment is not specifical ly an anti-counterfeit ing measure—Walgreens goal is to achieve 
100% shipping accuracy and higher productivity—but the tracking technology wil l  certainly 
reinforce the DC’s product security performance.  

Pharmaceutical Commerce’s Serial izat ion Survey (see p. 11 in this supplement) produced a 
surpris ing result: the No. 1 benefit of ser ial ization and product-tracking systems, according 
to industry respondents, is to “enhance our reputation with customers and the public.” 
Perhaps the one company that has taken that goal most l itera l ly is specialty pharmaceut ical 

Page 2 of 7Pharmaceutical Commerce

12/15/2008http://www.pharmaceuticalcommerce.com/frontEnd/main.php?idSeccion=991



distr ibutor FFF Enterprises, which has buil t up, on its own init iat ive, both an authenticat ion 
system (Verif ied Electronic Pedigree) and a product-tracking system (Lot-Track) to ensure 
the integrity of the vaccines, blood products and other specialty drugs it handles. Even whi le  
both manufacturers and distr ibutors have been wrestl ing with these technical and regulatory 
issues, the company has bui lt  a sol id reputat ion among its hospital and cl inica l customers 
through these measures.  

Vested in brand value   
Overal l,  the picture that emerges from the current scene is that manufacturers who care 
about their brands’ integrity, as perceived by consumers, or those who want the business 
value of better vis ibi l ity into supply chains, are investing in anti -counterfeit ing and tracking 
technologies. Trading partners l ike wholesalers or retai lers have the l iabi l i ty concerns to 
address, but are not as vested in the product or supply chain integrity.  

The good news here is that suppl iers of security products continue to come out with new 
techniques and new security features, giving customers a broader range of tai lored choices. 
Tradit ional package protect ion has involved print ing techniques such as opt ical ly variable 
inks, taggants, microprinting or holograms. Over the past several years, these techniques 
have been advanced with the addit ion of customized micro-taggants (JDSU; ARmark; 
Authent ix, among others); holography with added opt ical features (Kurz, H.W. Sands); or 
new types of security seals for packages or cases (3M, Kodak., Stoeffer Seals).  

Industry sources say that only 10-15% of today’s pharmaceut ical packaging incorporates 
security features, even though the per-unit  cost of these features is fract ions of a penny. “In 
the past 18 months, the overall  push for item-serial izat ion has caused anti-counterfeit ing to 
take a back seat,” says Greg Metcalf, industry market manager at Nosco. “That said, many 
are real iz ing the value of protecting their brands through these techniques.” Metcalf adds 
that biotech manufacturers, who have most ly overlooked brand security unti l recently, are 
now getting onboard.  

A key e lement of the use of these anticounterfeit ing techniques is that they provide a 
relat ively straightforward way to monitor supply chains when product returns are analyzed. 
“You don’t know that you have a problem unless you’re looking for it ,” says Metcalf, who 
notes that Nosco has had customers in the past year who found counterfe its or diverted 
products in the return chain when anti-counterfeit ing features were found to be missing.  
Manufacturers have the option of acquir ing such ant i-counterfeit ing measures for use on 
their own packaging l ines, or having them incorporated into labels, cartons or vials that  they 
purchase from converters, or specify with their contract packagers. Contract packagers have 
become energetic providers of security features for cl ients, rel ieving the manufacturer of the 
need to analyze the wealth of technical opt ions available.  

Another new technology, being offered by Cortegra Group, is,  in effect, a carton f ingerprint. 
Working with a French optics f irm, Signoptic (Le Bourget du-Lac), the company is 
commercial izing a system that reads the surface characterist ics of a carton (or other 
surface) and stores a digital f ingerprint of that sect ion. There is a one-in-1027 chance of 
duplicat ing this f ingerprint.  By stor ing the fingerprint,  and then retr ieving it when 
performing a forensic check, the authenticity of the package can be confirmed. Cortegra 
says that the visual record of the package can be generated at convent ional packaging l ine 
speeds, and is working with Signopt ic to develop a handheld f ield device to do the check.  

On-dose security   
Other security vendors point out that you can do 
all  the package security you want, but true 
authent ication looks at the pharmaceutical 
product i tself . “There are many good 
technologies to use for packaging security, but 
relat ively few for on-dose security,” says Dean 
Hart, SVP at NanoGuardian, who points out that 
product security is compromised whenever the 
actual product is separated from its packaging.  

With the NanoGuardian system, a proprietary 
method is used to create multi- layered (overt, 
covert, and forensic)  security features on the 
dosage surface. These multi- layered security 
features provide both f ield level authent ication 
and tracing capabi l ity on every single dose. Last 
summer, a NanoGuardian cl ient in the pharma 
industry received FDA approval of their 
Supplemental New Drug Appl ication to ut i l ize 
NanoGuardian’s NanoEncryption tech-  
nology as a brand protection init iat ive. The cost 
of applying NanoGuardian’s security features 
(which can be l inked using fair ly conventional 
database technology to a serial izat ion system for 
use in general pharmaceutical distribution) is 
said to be less than a penny per pi l l .   

  

DEAN HART, NANOGUARDIAN 

In the near term, Hart envisions manufacturer NanoEncrypt ing their products, then 
proactively checking them at reverse logistics faci l it ies to monitor the integrity of the 
distr ibution channel.  A lab-based authenticat ion system would provide the monitoring, while 
NanoGurdian’s technology could be applied in NanoGuardian faci l it ies or at the 
manufacturer ’s packaging l ine.  

Another vendor, XStream Technologies, has adapted what is essent ia l ly a laboratory 
analytical technique, x-ray spectroscopy, to package security. According to the company, the 
device, the XT250 system, al lows a DC manager (or anyone else holding stock of a 
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pharmaceutical) to put the entire pharmaceutical package in a chamber, and within f ive 
minutes receive a chemical assay of the product (Fig. 3). This assay can be compared to 
stored information to veri fy the authenticity of the product.  

 

FIG. 3. THE XSTREAM TECHNOLOGIES XT250 ANALYZER 

Alan Clock, XStream Technologies SVP, says that it  has been tested in the past several 
months at a major reverse logist ics company and a mid-tier wholesaler. In both cases, it  was 
found that product returns contained fake product in numerous instances—indicating that 
some retai lers were improperly seeking refunds for returned product. This is a f inancial 
burden for manufacturers, and is of obvious concern if  those returned  
pharmaceuticals are sent back out to retai lers.  

Techniques l ike XStream’s point to another factor in ant i-counterfeit ing: how to manage a 
field-based verif ication system. Some authent icat ion vendors (Authent ix, SICPA, among 
others) maintain nat ional and even international f ield services to check products in the 
supply chain. Manufacturers can also contract with a variety of investigat ive services to 
perform these checks.  

RFID stil l in the picture   
The ongoing batt les among legis lators over pedigree systems, the resistance of organizations 
l ike NACDS, as well  as continued questions over cost and viabil i ty have put the push for 
RFID authentication and tracking into a back seat. There are pharma companies that have 
cont inued the march toward ful l -blown tracking systems, and RFID is now commonplace for 
tracking cases (as opposed to items) of pharmaceut ical shipments. But many 
manufacturers—especial ly those working with biologics—remain unconvinced that RFID is the 
appropriate solution.  

RFID, however, is going great guns in many parts of retai l  and wholesale distr ibution outside 
the pharmaceut ical arena, and in recent months hospital systems have become more 
attracted to the benefits of the technology for tracking assets, medical devices and, in some 
cases, prescript ions. IDTechEx, a London market research company focused on RFID, 
est imates that 20 mil l ion pharmaceut ical packages wi l l  have been tagged in th is year, along 
with 10 mil l ion pallets and cases, says Dr. Peter Harrop, chairman of the f irm. Those f igures 
wil l r ise to 7.3 bi l l ion and 550 mil l ion in 2018 (data from “RFID in Healthcare and 
Pharmaceuticals 2008-2018,” avai lable at idtechex.com).  

Pf izer, one of the pharma manufacturers early out of the gate with RFID-tagged products, is 
cont inuing its program, and has addit ional pi lots in the works in various parts of the world, 
and Purdue Pharma, which switched from older RFID technology to Gen 2 devices last year, 
has continued with its tagging process. Showcase RFID implementations among the Big 
Three wholesalers at their Cal ifornia distr ibut ion centers have been instal led and are 
essent ial ly operational,  although relative ly l i tt le tagged product is entering their faci l i t ies.  

Meanwhile, RFID vendors continue to push for new adaptat ions of the technology in various 
parts of the supply chain in addit ion to item-level tagging. Mikoh Technologies has combined 
RFID tags with proprietary adhesive systems so that the tags can simultaneously be an 
identif icat ion system and a tamper-evident seal (Fig. 4). The company can also adapt the 
adhesive technology to barcoded labels. Matthew Blomfield, Mikoh CEO, points out that i t ’s 
entirely conceivable for counterfeiters to swipe RFID tags from authentic packages and apply 
them to fake ones; h is technology aims to defeat that. Current ly, the tags are being used to 
secure containers such as diplomatic pouches or mil i tary hardware.  

  
  

  

  

  

  

  

  

FIG. 4. MIKOH TECHNOLOGIES' TAMPER-EVIDENT RFID SEALS CAN BE ADAPTED TO 
CARTONS AS WELL AS SUPPLY-CHAIN PACKAGING (RIGHT). credit: Mikoh 
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The grand serialization debate   
When FDA, in effect, bolted from the gate in 2004 by strong recommending that the pharma 
industry adopt RFID as an anti -counterfeit ing and tracking system, the response that came 
back from industry was that RFID was st i l l  relat ively underdeveloped, and that i t wasn’t 
inherent ly an anti-counterfeit ing method anyway. Then the debate shifted to pedigree (and 
e-pedigree) systems, by which tags, barcodes or simple numeric codes would be used to 
veri fy shipment or igins and dest inations. This debate has now shifted in the past year, to 
track-and-trace systems, highly dependent on IT technology to gather and store 
identi f ication technology, and produce veri f iable records on demand.  

A year ago, AstraZeneca announced a broad init iat ive to build a global database and tracking 
system for many of i ts packaging l ines around the world. 2D barcode would be the preferred 
data carr ier. That project made a lot of work for Systech,  which offers its Guardian 
technology to col lect ID data on packaging l ines and serve it up to enterprise systems, and 
Axway, which provides, via i ts Synchrony trading-activity platform, a method to store and 
retr ieve the ID data.  

Both companies report that the project is wel l along, with some 45 l ines in 12 countr ies now 
l ive or being upgraded, in a project that wi l l  ult imately involve 80 l ines in 30 countr ies. “One 
of the biggest things we’ve learned in this process is that the internal stakeholders need to 
be al igned for the project to go forward successful ly,” says David De Jean, Systech VP. “The 
manufacturing, packaging, supply chain and brand protect ion managers need to agree, and 
this can be diff icult.” The company now init iates a serial ization project with a multi -party 
requirements training phase, then moves onto execution issues.  

Another IT company, Acsis special izes in 
ser ial ization and pedigree systems for 
distr ibution centers. Andre Pino, market ing 
manager, says that the chal lenge is not 
necessari ly the technology to read serial  
numbers on packages, cases or pal lets, but to 
integrate that information with the business 
processes of the DC. “The chal lenge is to 
integrate these processes without s lowing down 
the shipping process,” he says. Serial izat ion 
touches distribution, compl iance and IT 
departments, and these groups need to come 
together for a successful implementat ion.”  

John Pitts,  global sales director at Domino 
Group’s Control business unit , points out that 
serial ization and tracking processes could t i lt  the 
scales more toward in-house packaging and 
label ing for manufacturers, and away from using 
contract packagers or label converters. 
“Matching up the serial  numbers with the  

  

ANDRE PINO, ACSIS 

products, while moving them around from one contractor to another, can be a logist ics 
nightmare if  not properly handled,” he says. Domino, a market leader in product 
identif icat ion technologies, acquired the Control software system last year ( i t was developed 
in Germany, and is in use at one manufacturer there) to complement i ts barcode and other 
marking technologies, and aims to offer a complete marking and data-storage system to 
customers.  

When manufacturers started shift ing their attention from RFID to barcode (especial ly 2D 
barcode), the feeling was that they were going from a somewhat underdeveloped technology 
to one that is well-established and rel iable. But at least one barcode marking vendor, Secure 
Symbology, says that 2D barcoding at production l ine speeds is a technical chal lenge of its 
own. The company has developed a marking system capable of running at 300 items/minute 
or more, says the company. Cata lent Pharma Solut ions, a leading contract packager, is in 
the process of instal l ing the technology at several of i ts packaging l ines. One of the f irst 
biopharma customers is Biogen Idec (Cambridge, MA).  

To cut through some of the complexity of assembling al l  the components of an enterprise-
level ser ial izat ion and authentication system, several vendors have grouped themselves as 
loose consort ia that can provide integrated hardware, software and services solut ions. The 
“Cali fornia Express Solut ion” (how long wi l l that name l inger?) comprises SupplyScape, 
Nosco, Systech, Acsis and Hewlett-Packard. Another group has come together around Axway, 
consisting of that f irm, Primary Marking Systems, Gephardt (a logist ics equipment company 
based in Germany), Domino Group Control,  Aegate, and Blue Vector.  

Data repositories  
If l i tt le else, Cal ifornia ’s insistence on electronic pedigrees (as opposed to paper documents) 
focused industry ’s attention on serial izat ion systems, which are inherently a digital 
technology. Serial izat ion a lso f its with the direction that Europe is going in, particularly with 
the emphasis on using serial  data to match product, prescr ipt ion and re imbursement (usually 
from a government agency). A “boll ini” system is now in effect in Italy, involving a 
government issued serial stamp that is applied to pharmaceutical packages to ensure 
appropriate reimbursement. Turkey has a goal of establishing a barcode-based tracking and 
reimbursement system starting in January 2009. Belgium, Greece and other nations have 
simi lar programs in various stages of development.  

These systems do not inherent ly provide the track-and-trace capabi l it ies sought by 
Calfornia ’s proposed e-pedigree system. But, from an IT perspect ive, a serial izat ion system 
can provide a tr iple win: pedigree tracking and tracing ( in the U.S.); reimbursement and 
pat ient-safety assurance ( in Europe); and supply chain vis ibi l i ty for the manufacturer and its 
trading partners.  
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The main stage for working out track-and-trace technology has been at GS1 Healthcare, the 
healthcare-related component of the international GS1 organization. Over the past year, GS1 
Healthcare US (Lawrencevil le, NJ) has subsumed the EPCGlobal Healthcare and Life Sciences 
Group, and now has several workgroups developing standards for i tem, location and data-
synchronization procedures (Fig. 5). Another workgroup is specif ical ly charged with 
reconcil ing the Drug Pedigree Messaging Standard (DPMS) original ly developed by 
EPCGlobal,  with the Electronic Product Code Information Standard (EPCIS), which defines 
how data can be exchanged between IT systems. Draft recommendations on this 
reconcil iat ion are expected by the end of the year, according to Bob Celeste, an industry 
director at GS1 Healthcare.  

Sparks f lew over the past year as IT vendors SupplyScape, which was a leader in support ing 
the development of the DPMS standard, and IBM, which offered a system based on its 
Websphere RFID Information Center software that has been cert if ied for both DPMS and 
EPCIS, s lugged out the re lat ive benefits of their approaches. (Two other vendors, rfXcel and 
Axway, also have DPMS-cert if ied software.) That debate has quieted in the face of the delay 
of the Cal ifornia ru les and the GS1-led effort to reconci le the standards.  

Data-sharing platforms   
SupplyScape, taking advantage of the more-than-100 
customers of i ts pedigree software among 
manufacturers, wholesalers and retai lers, launched a new 
platform cal led Nexus last summer. The system, says 
company president Mark O’Connell ,  emphasizes data-
sharing among trading partners, and includes “on-
ramping” tools that al low a SupplyScape user to obtain 
or del iver data to non-SuppyScape users.  

“Vis ibi l i ty into the supply chain is where business value 
is  going to be obtained,” says O’Connell .  “Anti -
counterfeit ing is important—and authentication of 
product is the f irst objective of our technology—but the 
cost savings that  manufacturers can obtain from more 
precise reconci l iat ion of chargebacks, or from more 
accurate product return processes, should draw the 
attention of pharma CFOs.”  

  

  

  

MARK O'CONNELL, SUPPLYSCAPE 

Paul Fowler, healthcare marketing manager at Axway, couldn’t agree more; the company has 
substant ial  business in the f inancial  services industry, and recently boosted its capabi l i t ies 
with the acquisit ion (by Axway’s parent, Paris-based Sopra Group) of a data-integrity f i rm 
cal led Tumbleweed. “We think the industry should start th inking about track-and-trace 
systems as part of a ‘ f inancial  supply chain, ’” he says. “Pharma supply chains are renowned 
for their ineff ic iency, with extraordinari ly long lead times, s low inventory turns and 
inaccurate, t ime-consuming order-reconcil iat ion processes,” he says. “The forward-thinking 
companies wi l l f igure out how to protect their brands as a byproduct of gaining better 
visibi l ity of their distr ibution channels.”  

The Center for Healthcare Supply Chain Research (formerly the HDMA Research & Education 
Foundation) has publ ished two whitepapers this year on the value of the GS1 EPCIS standard 
as a pathway toward “enormous potent ial business value.” The Center recommends a three-
step process for manufacturers, wholesalers and trading partners:  

Level 1: Pedigree compl iance  
Level 2: Extensions for on-demand event vis ib i l i ty  
Level 3: Proactive supply chain intel l igence  

Serial ization is a necessary f irst step along this pathway (the Center is counting on a 
reconciled DPMS and EPCIS standard being issued by GS1 Healthcare). In August, the 
Center, working with SAP (whose ERP is commonplace throughout pharmaceut ical 
distr ibution) that showed how EPCIS wi l l  l ink into SAP’s Auto-ID Infrastructure (AII) and 
Object Event Repository.  
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Eli  L i l ly (for one) is already integrating its pedigree system, based on SupplyScape 
technology, into its global SAP ERP system. Serial ization is already being performed at the 
pal let level;  item-level serial izat ion (using 2D barcode) is coming next.  

The rat ionale in a l l  th is is to leverage an investment in regulatory compliance (pedigree) to 
obtain business value that move the pharma supply chain from something the industry 
usual ly apologizes for to something that i t can be proud of. Just over the horizon is a 
complementary drive to modernize hospital medication management. But today, that horizon 
is not getting closer. PC  
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